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ABSTRACT

QUEVEDO, Abreu Esttebam Tavares. A Feature Engineering Approach for Anomaly
Detection in Network Traffic Using the Generalized Choquet Integral. 2026. [55|f.
Dissertagdao (Mestrado) — Postgraduate Program in Computer Science. Federal University
of Rio Grande - FURG, Rio Grande.

Network traffic constitutes one of the primary means of communication today and is
essential for the proper functioning of various everyday activities. In the globalized con-
text of the internet, numerous malicious actors seek to cause harm or extort victims, with
Distributed Denial of Service (DDoS) attacks representing a critical threat to network
stability. Although several models have been proposed, they remain far from achieving
optimal performance in modern infrastructures. This study aims to evaluate the impact of
a Feature Engineering approach on enhancing the performance of DDoS prediction algo-
rithms Random Forest and XGBoost. Specifically, the work proposes the optimization
of predictive models by generating new features through an aggregation method
based on the Generalized Choquet Integral with an adaptive o parameter. By apply-
ing this method to the most relevant features identified by the SelectKBest algorithm, the
study aims to effectively model complex dependencies among network variables that con-
ventional methods typically ignore. Experimental results show that incorporating these
new fuzzy-based features enhances predictive models, allowing Random Forest and XG-
Boost algorithms to achieve higher accuracy and stability even with a reduced feature
set.

Keywords: Anomaly detection, Choquet Integral generalized, Feature Engineering,
DDoS Detection, Fuzzy Logic.



RESUMO

QUEVEDO, Abreu Esttebam Tavares. A Feature Engineering Approach for Anomaly
Detection in Network Traffic Using the Generalized Choquet Integral. 2026. [55|f.
Dissertagdao (Mestrado) — Postgraduate Program in Computer Science. Federal University
of Rio Grande - FURG, Rio Grande.

O trafego de rede € um dos principais meios de comunicacdo da atualidade, sendo
essencial para o funcionamento adequado de diversas atividades do nosso cotidiano.
No mundo globalizado da internet, hd inumeras pessoas mal-intencionadas que visam
prejudicar ou extorquir suas vitimas, tornando os ataques de DDoS uma ameaga cons-
tante. Diante desse problema, observa-se a existéncia de diversos modelos e algoritmos,
embora ainda estejam longe de alcancar seu desempenho ideal. O objetivo deste trabalho
¢ comparar e avaliar o impacto de uma abordagem de Engenharia de Atributos na
melhoria do desempenho de algoritmos de predi¢cdo de ataques DDoS Random Forest
e XGBoost. A abordagem proposta consiste na otimiza¢do de modelos preditivos por
meio da geragdo de novos atributos transformados, utilizando uma técnica de agregacao
baseada na Integral de Choquet Generalizada com a variagdo do parametro « adaptativo.
ApOs a selecdo das caracteristicas mais relevantes via algoritmo SelectKBest, cada
atributo original € individualmente processado pela Integral de Choquet para capturar
interdependéncias e comportamentos ndo lineares que métodos convencionais podem
ignorar. Os resultados demonstram que esta integracdo de caracteristicas fuzzy permite
que modelos como Random Forest e XGBoost alcancem maior estabilidade e precisio,
resultando em uma reducao significativa de alarmes falsos em trafego legitimo.

Palavras-chave: Deteccao de Anomalias, Integral de Choquet Generalizada, Engenharia
de Atributos, Detec¢ao de DDoS, Légica Fuzzy.
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1 INTRODUCTION

Computer networks are an integral part of daily life worldwide, enabling global com-
munication and supporting essential services such as banking, healthcare, education, and
business operations. In today’s interconnected society, the increasing reliance on network

infrastructure highlights not only its importance but also its vulnerability [18].

Data network traffic has played numerous roles in the field of security. However,
issues such as data leakage, user information exposure, and authentication remain sig-
nificant challenges in the current network environment. Furthermore, the exponential
growth of data volume intensifies the complexity of managing and analyzing network
traffic, requiring efficient techniques to process and extract relevant information [9]. Re-
cent methods such as fuzzy time series graph mining [40] and programmable network
strategies for anomaly mitigation [17] demonstrate the growing complexity and diversity

of anomaly detection approaches in modern infrastructures.

Among the most critical threats to network stability are Distributed Denial of Ser-
vice (DDoS) attacks. Given the increasing dependency on uninterrupted data services,
malicious users may attempt to harm these services to disrupt access for individuals or or-
ganizations. In such attacks, multiple computers are hijacked and used to flood the target

with excessive traffic, overwhelming the infrastructure and rendering it inaccessible.

Some examples of the magnitude of these attacks were highlighted in September 2025,
when Cloudflare mitigated a record breaking distributed denial-of-service (DDoS) attack
that peaked at 22.2 Tbps and lasted about 40 seconds. According to TecMundo, this at-
tack was powerful enough to generate nearly ten billion packets per second, equivalent to
streaming one million 4K videos simultaneously [[19]. Such events illustrate the unpre-
cedented scale of modern DDoS threats and reinforce the urgency of improving anomaly
detection methods. In 2024, Cloudflare’s autonomous DDoS defense systems blocked
approximately 21.3 million DDoS attacks, marking a 53% increase compared to 2023,
on average, the company mitigated 4870 DDoS attacks per hour throughout the year and
in the same year the company reported an expressive 1885% increase in the number of
attacks above 1 Tbps in the last quarter of 2024 [[15], highlighting the severity and timeli-

ness of this threat. A notable case in this context was the massive cyberattack against Elon
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Musk’s platform X, attributed to the hacker group Dark Storm, which caused a large-scale
outage in March 2025 [31].

In the global scenario, Brazil has also become a major target of DDoS activity as in
the first quarter of 2025, the country ranked as the 6th most attacked nation worldwide,
with over 20.5 million DDoS attempts, representing a 358% of an over year increase.
The main targets included telecommunications infrastructure, service providers, internet
platforms, and the financial sector. Furthermore, Brazil also ranked among the top 10
countries from which DDoS attacks originated, underscoring its dual role as both a target
and a source of malicious traffic in the network, another report from Cloudflare showed
gambling and casino industry was the most attacked globally, followed by telecommuni-
cations, IT services, internet platforms, gaming, banking and financial services.

These malicious activities often generate identifiable patterns or irregularities, known
as anomalies. Detecting such anomalies is essential for mitigating attacks effectively.
However, due to the high dimensionality and complexity of modern network data, it be-
comes necessary to reduce the dimensionality of the data extracted from the network and
focus on the most relevant features [24].

Concerned with current network security challenges, this study aims to detect ano-
malies by implementing a feature engineering approach. The proposed method leverages
techniques such as Feature Selection [33] and the Generalized Choquet Integral [27] to
enhance the detection and mitigation of DDoS attacks.

In light of these challenges, the Choquet integral serves as a powerful tool for data
aggregation, as the fuzzy measure allows for effectively modeling relationships within
the given data (3, [10]. Although numerous methodologies in the literature have focused
on improving the performance of traditional machine learning algorithms such as Random
Forest and XGBoost, they typically rely on conventional feature engineering techniques.
Meanwhile, some recent works, such as [22]] and [23]], have applied the Choquet integral
in domains like sustainable transportation and medical monitoring, showing its potential
for modeling complex dependencies. However, this methodology remains unexplored
in the field of cybersecurity, highlighting that no prior work has applied the generalized
Choquet integral as a feature engineering mechanism for enhancing anomaly detection in
network traffic, particularly in the context of network traffic analysis.

Therefore this work introduces a novel feature engineering approach for network traf-
fic analysis, leveraging the fuzzy Choquet integral framework. A key element of the
method applied in this study is the parameter «, which has a substantial impact on both
execution time and the accuracy of anomaly detection. The o parameter serves as a tu-
ning factor in fuzzy aggregation, in other words, different values regulate the degree of
interaction among the variables. Depending on its value, the integral may become more
conservative, requiring consensus across multiple attributes or more permissive, allowing

a single attribute to exert greater influence. In this way, o operates as a calibration me-
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chanism that directly shapes the model’s sensitivity. The effectiveness of this approach is
validated using real-world data from a reliable source, demonstrating its practical appli-

cability in network management.

1.1 The research question

How can the generalized Choquet integral improve network anomaly detection?

Currently, distributed denial-of-service (DDoS) attacks are among the most critical
threats to network stability. Such attacks can severely disrupt essential services, including
healthcare, financial systems, government platforms, and public safety infrastructures,
leading to significant social and economic consequences. For this reason, researchers
and practitioners worldwide have been continuously developing methods to strengthen

detection and mitigation strategies against these large-scale threats.

Despite the availability of various anomaly detection models based on machine lear-
ning, many still struggle to identify rare patterns, such as those generated by actual attacks
hidden within legitimate traffic. In this context, the generalized Choquet integral, especi-
ally when fine-tuned through the o parameter, can enhance DDoS detection by serving as

an effective feature engineering technique for machine learning models.

To address this research question, it is necessary to investigate whether the generali-
zed Choquet integral can effectively generate more expressive features that improve the
predictive performance of machine learning models in detecting anomalies. By doing so,
this dissertation aims not only to contribute to the academic discussion on the generalized
Choquet Integral as a tool for anomaly detection but also to provide practical insights for
strengthening the resilience of network infrastructures against large-scale attacks. The

next section presents the general and specific objectives that guide this research.

1.2 Objective

This section presents the objectives to be pursued throughout the development of this
dissertation. Specifically, the general objective will be introduced first, followed by the

specific objectives.

1.2.1 General objective

The objective of this dissertation is to explore methods that employ the Choquet inte-
gral with adaptive « for data aggregation. After selecting the most relevant features using
the SelectKBest algorithm, these aggregations will be used to generate a new set of featu-
res aiming at improving the performance of traditional DDoS attack detection algorithms,

specifically Random Forest and XGBoost.
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1.2.2 Specific objectives

* To develop and optimize a computational framework for Generalized Choquet In-
tegral Copulas, employing search algorithms to determine the optimal « parameter

for network traffic aggregation

¢ Identify the most relevant features for anomaly detection in network traffic by run-
ning algorithms, with the goal of applying the generalized Choquet integral with an

adaptive o parameter to the top-ranked features selected by the algorithm.

* Integrate the new set of features into the test, evaluate its impact on predictive mo-

dels, analyze and interpret the resulting outcomes.

1.3 Contributions

The outcome of the design, experiments, and assessments of several mechanisms th-
roughout this work resulted in the following publications, which are cited throughout the

text with their respective contributions:

1.3.1 Conference papers
Published

* QUEVEDO, A. E. T.; AYRES, DENNER ; DIMURO, GRACALIZ ; RIKER, A.
; LUCCA, GIANCARLO ; DALMAZO, B. L. . Optimizing Big Data Traffic
Prediction Using Generalizations of Choquet Integral with Adaptive Weigh-
ting. IEEE International Conference on Communications (ICC), 2025.(hS-index:
76 (2025)) (Article [35])

* QUEVEDO, A. E. T.; AYRES, DENNER ; Teixeira, Gabriel ; LUCCA, GIAN-
CARLO ; DIMURO, GRACALIZ; DALMAZO, B. L. . Improving Anomaly
Detection in Network Traffic Using Choquet-Based Feature Engineering for
Random Forest and XGBoost Models. In: International Conference on Compu-

tational Science and Its Applications, 2025, Istanbul. Lecture Notes in Computer
Science, 2025. v. 15650. p. 3-16. (h5-index: 31 (2025)) (Article [36])

* QUEVEDO, ABREU; AYRES, DENNER ; DIMURO, GRACALIZ ; LUCCA, GI-
ANCARLO ; RIKER, ANDRE ; DALMAZO, BRUNO L. . O Parametro o na
generalizaciao da Integral de Choquet para Previsao de Trafego de Rede. In:
Escola Regional de Redes de Computadores, 2024, Brasil. Anais da XXI Escola
Regional de Redes de Computadores (ERRC 2024). p. 30. (hS-index: 5 (2025))
(Article [34]))



1.3.2

1.3.3

1.4
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Cooperation papers

Published

AYRES, DENNER ; QUEVEDO, ABREU ; LUCCA, GIANCARLO ; DIMURO,
GRACALIZ ; DALMAZO, BRUNO L. . Comparando Médias Méveis com Inte-
gral de Choquet para Detectar Anomalias no Trafego de Redes. In: Extended

Proceedings of the Simp6sio Brasileiro de Seguranca da Informacao e de Sistemas
Computacionais, 2024 p. 353. (hS-index: 6 (2025)) (Article [S])

AYRES, DENNER ; QUEVEDO, ABREU ; DIMURO, GRACALIZ ; LUCCA,
GIANCARLO ; DALMAZO, BRUNO L. . Deteccao de Anomalias de Rede uti-
lizando Integrais de Choquet através de Medidas de Poténcia. In: Escola Re-
gional de Redes de Computadores, 2024, Brasil. Proceedings of the XXI Escola
Regional de Redes de Computadores (ERRC 2024). p. 129. (hS-index: 5 (2025))
(Article [4])

Submitted

QUEVEDO, ABREU ; GABRIEL TEIXEIRA; DIMURO, GRACALIZ ; LUCCA,
GIANCARLO ; DALMAZO, BRUNO L. . Reducing Dimensional Complexity
in Big Data Network Traffic via Adaptive Choquet Aggregation. /[EEE Interna-

tional Conference on Communications (ICC), 2026.

Outline of the work

This dissertation is organized into the following chapters:

Chapter 2 — Theoretical foundation and concepts: Presents the theoretical back-
ground on fuzzy logic, the Choquet integral, copulas, and supervised learning mo-

dels that underpin the techniques used in this research.

Chapter 3 — Related Work: Reviews existing studies on DDoS detection, fuzzy
models, and feature selection methods, identifying key gaps and motivating the

proposed approach.

Chapter 4 — Choquet Integral and adaptive o parameter: Describes the imple-
mentation of the Generalized Choquet Integral, the construction of fuzzy copulas,
and the adaptive optimization of the o parameter through a binary search strategy

to minimize error in aggregation.

Chapter 5 — Fuzzy feature engineering for anomaly detection: Details the pro-
posed methodology, including the use of SelectKBest for feature selection, the ge-
neration of new features using the Choquet Integral and the application of Random

Forest and XGBoost for performance evaluation.
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* Chapter 6 — Final considerations: Summarizes the contributions and main fin-
dings of the work, highlighting the improvements achieved in anomaly detection
through the proposed fuzzy feature engineering approach, and suggests directions

for future research.



2 THEORETICAL FOUNDATION AND CONCEPTS

This chapter presents the fundamental concepts necessary for understanding the re-
mainder of this work. Grasping these concepts will provide a solid foundation for the
analysis and discussion of the results, enabling a clearer comprehension of the context

and the contributions of this dissertation.

2.1 Search Method

When there is a need to locate a specific value within an array, we are faced with a
set of elements and a series of challenges. Choosing the right search strategy becomes
essential, especially when efficiency and scalability are at stake. In the context of this dis-
sertation, we focus solely on the binary search method, given its relevance and adequacy
to the dataset and problem addressed.

Binary search is a classic algorithm designed for efficiently locating a target value
within a sorted array. As detailed in [23]], the algorithm works by repeatedly dividing the
search interval in half. It begins by comparing the target value to the middle element of the
array. If a match is found, the corresponding index is returned immediately. Otherwise,
the search continues in the half of the array that may contain the target, discarding the
other half entirely.

To illustrate this procedure, consider a sorted array A with n elements and a target
value T'. The binary search algorithm attempts to find the index of 7" within A, assuming
the array is indexed from 0 to n — 1.

The steps are as follows:

e Initialize L as O (the index of the first element) and R as n — 1 (the index of the last

element).
e While L < R:
— Compute m as the integer average of L and R: m = | (L + R)/2].

- If Ajm| == T, return m; the target has been found.

- If Ajm| < T, update L to m + 1 to continue searching the upper half.
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— If A[m] > T, update R to m — 1 to continue searching the lower half.

* If the loop ends without finding the target, return an indicator that the value was not

found.

This method drastically reduces the number of comparisons required, making it highly
efficient for large datasets, provided that the data is already sorted. Its simplicity and
performance make binary search a valuable tool in algorithmic problem-solving and data

retrieval contexts.

2.2 Random Forest and XGBoost

In this work, two supervised learning algorithms are employed to evaluate the propo-
sed feature engineering method, Random Forest and XGBoost. Both models are based
on decision trees but are different fundamentally in their ensemble learning strategies,
which directly affects their performance characteristics, computational requirements, and

suitability for different types of data.

2.2.1 Random Forest

Random Forest (RF) was introduced by Breiman in [8] as an ensemble learning
method that combines multiple decision trees through bootstrap aggregating (bagging)
and random feature selection at each node split. In this approach, each tree is trained on a
bootstrapped sample of the original dataset, and at every split, a random subset of features
is considered. The final prediction is obtained by aggregating the predictions of all trees
via majority voting in classification or averaging in regression.

Through this randomization, it’s possible to reduce the correlation between trees, im-
proving generalization and reducing the risk of overfitting, being robust to noise, capable

of handling high-dimensional datasets.

2.2.2 XGBoost

Extreme Gradient Boosting (XGBoost) is a scalable and optimized implementation
of the gradient boosting framework proposed by Chen and Guestrin in [13]. Unlike RF,
which builds trees in parallel, XGBoost constructs trees sequentially, with each new tree
trained to correct the errors of the ensemble built so far. XGBoost incorporates several

innovations to improve efficiency and accuracy, some of them are listed below:

* Regularization: L1 (Lasso) and L2 (Ridge) penalties are applied to tree weights to

prevent overfitting.

* Sparsity awareness: the algorithm handles missing values and sparse data effici-

ently.
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Table 1: Example table of t-norms

Name Definition
Minimum Ty (z,y) = min{z,y}
Algebraic Product Tp(x,y) =xy

Lukasiewicz Tp(x,y) = max{0,z +y — 1}

* Parallelization: optimized use of hardware resources during tree construction.

» Shrinkage: learning rate control to slow down the boosting process and improve

generalization.

Comparison

While both RF and XGBoost can handle high dimensional data and capture nonlinear
feature interactions, their strengths are different. While RF is generally more robust in
noisy datasets with limited hyperparameter tuning, XGBoost can provide superior predic-
tive performance when tuned but is more sensitive to parameter choices. In the context of
anomaly detection in network traffic, RF offers stability and interpretability, while XG-

Boost can exploit subtle patterns.

2.3 Aggregation functions and the Choquet Integral

An important class of fuzzy operators is the class of aggregation operators [7]; [28]].

Definition 1 A function A : [0, 1]” — [0, 1] is called an n-ary aggregation operator if
the following conditions are satisfied:

(A1) A is increasing in each argument: for each ¢ € {1,...,n}, if x; < y, then
Ay, mn) <A@, i1, Yy Tty -+ -5 T3

(A2) A satisfies the boundary conditions: A(0,...,0) =0and A(1,...,1) = 1.

Letr = (rl,...,r,) be a real n-dimensional vector, r # 0. A function F : [0,1]" —
[0, 1] is said to be directionally increasing with respect to r (or r-increasing, for short)
if for all (x1,...,z,) € [0,1]" and ¢ > 0 such that (1 + crl,...,z, + cry) € [0,1]",
it holds that F'(z1 + crl,...,x, + cr,) > F(x1,...,x,). Similarly, an r-decreasing
function is defined.

Definition 2 [29] 37] An aggregation function 7" : [0, 1]” — [0, 1] is a t-norm if, for
all z,y, z € [0, 1], it satisfies the following properties:
(T1) Commutativity: T'(z,y) = T'(y, x);
(T2) Associativity: T'(z, T(y, 2)) = T(T(z,y), 2);
(T3) Boundary condition: T'(x,1) = =.

If T satisfies only the property (T3) of t-norms (as well as its symmetric 7'(1, z) = x),

then it is called a semi-copula. Some examples also used in [26] of t-norms are presented

in[Tabela 1l
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Definition 3 [26] A bivariate function C' : [0,1]? — [0, 1] is a copula if it satisfies the
following conditions, for all x, ', y, ' € [0,1] with z < 2’ and y < ¥/
(CH C(z,y) + C(@,y) = Clz,y) + C(a', y);
(C2) C(x,0) = C(0,2) = 0
(C3) C(x,1) =C(1,2) = x.

In [26], four different commutative, non-associative copulas were considered, as de-
fined in [2]. These four functions are shown in where the following notation is

used:
* Max =max {z,y}
* Min = min {z,y}
* W=max{0,z +y— 1}
e P=2xy
For the definitions below, let N = {0, ...,n}.
Definition 4 [14}30] A function m : 2V — [0, 1] is a discrete fuzzy measure if, for
all X, Y C N, it satisfies the properties:
(m1) Monotonicity: If X C Y, then m(X) < m(Y);
(m2) Boundary conditions: m(()) = 0 and m(N) = 1.

Definition 5 [14] Let m : 2V — [0,1] be a discrete fuzzy measure. The discrete
Choquet integral for m is defined as a function &,, : [0, 1|* — [0, 1], given by

n

Co(X) = Z(x(i) - l’(i_l)).m(A(i)), (1
i=1
where (x PERRRTE (n)) is a non-decreasing permutation of the input x, thatis, 0 < z W =
... <z, with the convention that 7 = 0,and A, = {(2),...,(n)} is the subset of the

n — ¢ + 1 largest components of z.

Note that Equation ] can also be written as:

n

Q:m(X> = Z(I(i)'m(A(i)> - xﬁ.])'m(A(i)))v 2)

i=1

which is called the Choquet integral in its expanded form.

We now define the class of CaC-integrals.

Definition 6: Let m : N? — [0, 1] be a fuzzy measure and Ca : [0,1]*> — [0,1] be a
family of copulas indexed by . The family of discrete CaC-integrals with respect to m
is defined as the function €= : [0, 1]™ — [0, 1], given, for all z € [0, 1], by

n

Coe(z) = Y Calzy,m(Ay)) = Calzy,,m(A)), 3)

=1
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Table 2: Example table of copulas

Copula ID Functions Property
@ Calt,y) = 2yl + a(l—2)(1 - y) T<a<i(aF0)

(b) Colz, ):%max[xw—y—l—l—oz—a]x—y] 0] 0<a<l1

(©) Co (1—a)W+am1n 0<a<l
(d) Co= 20w L (1—)P+ 20 pin - —1 <a<1(a#0)
where (a:(w e ,ZB(H)) is a non-decreasing permutation of the input z and A(i) =

{(7),...,(n)} is the subset of the indices of the n — i + 1 largest components of x, with
« assuming different ranges according to the adopted function.

Theorem 1 For any o € [—1,1], bivariate copula C' : [0,1]> — [0,1] and fuzzy
measure m : 2V — [0, 1], €%~ is a mean aggregation function.

The Choquet integral combines inputs by considering not only the importance of in-
dividual inputs or their magnitudes, but also the importance of the groups to which they
belong (or coalitions they form). This allows assigning importance to all possible groups

of criteria.



3 RELATED WORK

In this chapter, research efforts related to the scope of this dissertation are discussed.
Therefore, studies were gathered that made significant contributions in the area of DDoS

anomaly detection, fuzzy models, and network traffic management.

Chen et al. [[12] has the objective of solving a low attack detection accuracy, through
the unequal distribution of the network traffic. To deal with this problem a new appro-
ach called “the fuzzy entropy weighted natural nearest neighbor (FEW-NNN) method”
is proposed to increase the accuracy and efficiency of flow-based network traffic attack
detection. To conduct these tests, several datasets were utilized as samples for the study,
specifically KDD99 and CIC-IDS-2017. Consequently, it was observed that the “FEW-
NNN” method significantly enhances the accuracy and efficiency of flow-based network
traffic attack detection, presenting a promising prospect in the field of network intrusion

detection.

In Dalmazo er al. [16] a performance analysis of network traffic predictors in the
cloud is presented, aiming at selected models of suitable predictions for cloud environ-
ments. The study presents a standardized analysis engine designed to evaluate candidate
forecasting models based on accuracy, historical dependency, execution time, and compu-
tational efficiency. The conclusion of this work is drawn from the observed study results
of the Dropbox case, it can be seen that all predictions based on local analysis show a
considerable improvement using the Dynamic Window Size Algorithm (DyWiSA), also

facilitating online traffic prediction due to its short dependence on historical data.

The Poisson Moving Average model, while yielding favorable results, maintained the
same computational complexity as its counterparts, according to local analysis. Advan-
cing to ARIMA, employed on the “Data Center"dataset, it demonstrated a considerable
benefit over other predictors. However, this advantage was achieved through great com-
putational complexity and time spent. The Poisson Moving Average which is more at-
tractive due to its low cost of computational complexity, proved to be more appropriate
for dynamic cloud environments compared to alternative models.

In ldhyani et al. [1]], a hybrid model is proposed for predicting network traffic and

enhancing Quality of Service (QoS). This model employs advanced time series predic-
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tion techniques combined with fuzzy c-means clustering to analyze network data. Such
integration improves the existing time series models, enabling the generation of “Cluste-
ring granules". The methodology adopted in the study involves analyzing various datasets
and comparing the proposed model with alternative models presented during its introduc-
tion. The article concludes that the proposed model yields more satisfactory predictions,
significantly improving the accuracy of network traffic forecasts with the aid of artificial

intelligence.

In Novaes et al.[32], a modular system for anomaly detection and mitigation is presen-
ted, applied within SDN network environments. The proposed approach, based on Long
Short-Term Memory with fuzzy logic (LSTM-FUZZY), is divided into three phases: cha-
racterization, anomaly detection, and mitigation. The system was tested in two scenarios:
the first used IP flows collected from SDN Floodlight controllers through emulation in
Mininet, and the second employed the CICDDoS 2019 dataset. The results show that
the modules comprising the proposed system were effective in fulfilling their respective
roles. Moreover, the system operates autonomously, improving execution by eliminating
the need for human intervention. It was also concluded that applying an autonomous sys-
tem supports the tasks assigned to the network administrator, enabling them to maintain
and ensure operational efficiency, thereby facilitating management procedures. One of
the system’s key strengths lies in its modular architecture, which allows for the integra-
tion and adaptation of different traffic characterization, anomaly detection, and mitigation
techniques in SDN environments. This characteristic is essential to support the system’s

adaptation as network dynamics evolve and new security demands arise.

Wani et al. [41] present three well-known machine learning algorithms used in the
field of network security, Random Forest, Naive Bayes, and Support Vector Machine, to
detect Distributed Denial of Service (DDoS) attacks. The study aims to contribute to the
mitigation of DDoS attacks, which are classified as critical threats due to their potential
to compromise network availability. In this study, the authors used a few tools to set up
the testing environment and simulate the attacks. They used OwnCloud, an open-source
cloud platform, as the target for the attacks, while the DDoS attacks were carried out
using the Tor Hammer tool. Everything was run on the Kali Linux 2018.2 system (Kernel
4.15.0, GNOME 3.28.0). The paper also introduced a dataset with 9 features and 4 class
labels, used to evaluate their algorithms. To measure performance, they used metrics like
precision, recall, specificity, and F-measure. Overall, the SVM algorithm showed the best

results across all metrics, followed by Random Forest.

In addition, Jiang et al. [21] proposed a model for detecting network intrusions using
Particle Swarm Optimization (PSO) combined with eXtreme Gradient Boosting (XG-
Boost). Their goal was to improve accuracy, fine-tune parameters, and select the most
relevant features to create a more effective anomaly detection model. Compared to other

techniques, the PSO-XGBoost model showed a clear improvement in detecting anoma-
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lies. Even with the good results, the authors point out that achieving high precision in
Network Intrusion Detection Systems (NIDS) remains a significant challenge, especially

when dealing with anomaly detection.

Experimental results demonstrate that the PSO-XGBoost model usually outperforms
traditional approaches such as Random Forest, Bagging, and AdaBoost, particularly in
detecting minority-class attacks like U2R and R2L. However, the literature lacks studies
that explore models for anomaly detection while maintaining low complexity, as fuzzy

models do.

Aziz et al. [6] proposed a hybrid model to identify the core traffic of the network. First,
a payload-based approach identifies most of the traffic. Any remaining unidentified traffic
is then analyzed using a statistical unsupervised machine learning method, ensuring that
no traffic is left unidentified. The main contributions include, capturing local IP traffic
from a university network, identifying traffic using a payload-based method, labeling the
unidentified traffic, and applying an unsupervised machine learning approach to classify
the rest. In the proposed framework, DPI (Deep Packet Inspection) is employed as the
first stage to classify application-layer traffic using predefined protocol signatures. Traffic
flows that remain unidentified by DPI are then subjected to machine learning supervised
or unsupervised methods. The authors developed and evaluated the framework using real
traffic data, and the results demonstrate that the hybrid model effectively addresses the
limitations of standalone DPI and machine learning methods. Although the study presents
a hybrid system offering a solution for real-time traffic categorization, the proposal lacks

a specialized solution for detecting anomalies in network traffic.

Following the networking traffic management field, Shetty et al. [38]] presented a com-
prehensive study on the application of Artificial Intelligence (AI) and Machine Learning
(ML) for intelligent network traffic control in modern communication systems. The pri-
mary objective is to address the limitations of traditional traffic management methods
such as static routing, traffic shaping, and load balancing, which struggle to adapt to the
dynamic and high-volume traffic of the today’s networks, This perspective aligns closely
with our work, as both studies seek to overcome the limitations of conventional network
traffic management and employing artificial intelligent and learning mechanisms. The
authors propose the integration of AI/ML techniques to enhance traffic prediction, con-
gestion control, bandwidth optimization, latency reduction, and Quality of Service (QoS)
improvements. Supervised, unsupervised, reinforcement, and deep learning models are
analyzed for their effectiveness in managing traffic flows. Real-world case studies from
companies like Vodafone, Akamai, and Cloudflare demonstrate the practical value of
AI/ML in telecom and content delivery networks. While this study provides valuable
insights into intelligent traffic control, it does not primarily focus on classification tasks

or on reducing false positives, highlighting a different emphasis compared to our work.

Yao Hu and Bibo Tu [20] investigated an attack detection method based on the Fuzzy
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C-Means (FCM) clustering algorithm. Their approach focuses on identifying abnormal
network behavior by enabling the system to autonomously learn both typical and atypical
service patterns while effectively managing complex network interactions. Once mali-
cious traffic is detected through FCM clustering, the system assesses the severity of the
intrusion and initiates appropriate countermeasures. To evaluate the performance of the
FCM algorithm, the author used two metrics: miss rate and bit error rate. These results
were then compared to those from K-Means and DTSOM. The findings showed that FCM

performed better, with lower error rates than the other methods.

3.1 Summary of the related work

To provide a concise overview of the existing literature discussed in this chapter, Ta-
ble 3] summarizes the main research topics addressed by each studie. The studies cover a
wide range of contributions in areas such as anomaly detection, fuzzy logic, traffic pre-
diction, and the use of machine learning models.

The references included in this summary are:

[1] — Intelligent hybrid model to enhance time series models for predicting network
traffic

[6] — Towards accurate categorization of network ip traffic using deep packet ins-

pection and machine learning

[12] - Few-nnn: A fuzzy entropy weighted natural nearest neighbor method for

flow-based network traffic attack detection

[16]] -Performance analysis of network traffic predictors in the cloud

[20] — Security situation assessment model of ddos attack based on progressive

fuzzy c clustering algorithm

[21]] — Network intrusion detection based on pso-xgboost model

[32] — Long short-term memory and fuzzy logic for anomaly detection and mitiga-

tion in software-defined network environment

[38] — Intelligent network traffic control with ai and machine learning

[41] — Analysis and detection of ddos attacks on cloud computing environment

using machine learning techniques

These works were selected due to their relevance in the fields of DDoS mitigation,
intelligent traffic control, fuzzy-based models, and advanced detection mechanisms in

modern network environments.
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Table 3: Topics Covered by Each Article

Topic [12] | (161 | (1] | 132] | 411 | [21] | 16] | [38] | [20] | This Work
Fuzzy Logic X X | X X X
Anomaly Detection | X X X X X X
Traffic Prediction X | X X | X X
Feature Selection X X X

SDN X
Hybrid Model X | X X

ML/AI Algorithms X X | X | X X

3.2 Discussion of the related work

As mentioned earlier, these popular machine learning algorithms tend to achieve high
accuracy, but they often face challenges when adapting to network behavior, which can
lead to false positives and limited generalization. Additionally, although hybrid models
can improve accuracy in classifying anomalies, their main focus is usually on categori-
zing traffic rather than directly detecting anomalies. As a result, some vulnerabilities may
remain in the network without being properly addressed. Moreover, the studies presen-
ted in the literature typically rely on the use of raw attributes or, at most, apply feature
selection techniques. However, they do not propose the generation of new transformed
features that could enhance the expressiveness of the models. They also fail to address the
problem of class imbalance, which is particularly critical for the detection of less frequent
attacks.

To address these gaps in the literature, this master thesis proposes an anomaly detec-
tion method that leverages the Choquet integral to create new features and enhance de-
tection performance. By incorporating fuzzy measures, the approach improves decision-
making. Unlike traditional machine learning models [41], which rely heavily on accurate
classifications, this method adaptively weighs traffic features, capturing complex depen-
dencies and improving anomaly detection. In particular, this proposal aims to improve
recall and F1-score for the minority class, which represents a significant advantage in
the context of imbalanced datasets. As noted in the literature, two models commonly
used in similar studies are XGBoost and Random Forest. Therefore, both models will
be employed in this work to evaluate and compare the effectiveness of the proposed ap-
proach. This method offers a more flexible detection mechanism, capable of recognizing

legitimate variations in network behavior and using them to improve detection accuracy.



4 CHOQUET INTEGRAL AND ADAPTIVE o« PARAME-
TER

In the context of network anomaly detection, choosing the proper method to aggregate
features is essential. This chapter explores the application of the generalized Choquet
integral with an adaptive o parameter to improve prediction accuracy.

The Choquet integral has proven to be a powerful aggregation operator in fuzzy en-
vironments [39]], particularly due to its ability to model interactions among input criteria
through fuzzy measures. In this work, we build upon the theoretical foundation of the
Choquet integral, introduced in theoretical section and apply its generalized form with
parameterized copula functions to adapt the o and observe its behavior when predicting

and modeling network traffic data.

4.1 Conceptual model

Figure|[I] presents the basis of this work, highlighting its stages in detail showing each

stage of the process, along with its principal components and interactions.

1. Treated dataset: Reflects the process of collecting, organizing, and refining raw

data to make it ready for setup of the sliding windows (step 1 in Figure|[I)).

2. Choquet averaging functions: This step consists of implementing customized rou-
tines in the Python environment to apply the Choquet integral techniques. Once this
process is completed, the data becomes ready to be fitted into the Choquet aggrega-

tion functions (Step 2 in Figure [I).

3. Choquet functions: The implementation of functions (step 3 in Figure [I)) based
on the Choquet integral for aggregation and prediction of network data requires a
comprehensive understanding of both mathematical theory and computational te-

chniques, this process was supported by the literature, more specifically in [27].

4. The « variation: The creation of search methods for varying the o parameter

within the framework of the Choquet integral involves studying how it influences
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Figure 1: Conceptual model Choquet Integral and adaptive o parameter

the aggregation process and its implications for different attributes in the dataset.
Designing search methods entails devising algorithms that systematically explore a
range of « values, considering their impact on the resulting aggregation outcomes,

i.e., minimizing the prediction error (step 4 in Figure|[T).

. Merging functions on data: The application of Choquet functions and the search
for the o parameter in the context of network traffic involves integrating mathema-
tical modeling with practical exploration of the v parameter. Initially, finding the
most suitable o parameter entails developing algorithms to systematically explore
the parameter space and identify values that yield the most accurate representations

of network dynamics.

. Extracting metrics: This process involves quantifying the prediction error associ-
ated with different o values. By comparing the predicted outcomes obtained with
different «v values to the actual observed outcomes, it is possible to assess the predic-
tive performance of the Choquet functions across a range of « values. This analysis
provides valuable insights into how variations in « affect prediction accuracy (step
5 in Figure ).

. Analysis of the results: Following the computation of evaluation metrics for each

« parameter, the results are synthesized into a comprehensive report featuring tables
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and graphs (step 6 in Figure[T)). This report facilitates an analysis and interpretation
of the performance of each « value and the efficiency of the methodology employed
for predicting network traffic. By visually presenting the findings, stakeholders can
gain insights into the impact of different o parameters on predictive accuracy and
assess the overall effectiveness of the search methodology in optimizing prediction

performance.

4.2 Dataset

We use the CIC-IDS2017 dataset, a well known dataset used by Liangchen et al.
[12] and in many other works, developed by the Canadian Institute for Cybersecurity
(CIC). CIC-IDS2017 contains benign traffic and contemporary attacks captured over five
consecutive days (July 3-7, 2017). Background traffic was generated with the B-Profile
system to emulate realistic human behavior (25 users; HTTP, HTTPS, FTP, SSH, email),
and flows were extracted and labeled with CICFlowMeter, yielding CSV files with 78

features plus the class label.

Subset used in this work. We adopt the Wednesday (working-hours) split (July 5,
2017), which combines normal activity with DoS/DDoS attacks. Starting from the pu-
blic MachineLearningCSV files, we apply light preprocessing (type fixing, removal of
non-informative IDs, and NaN/Inf handling) and keep the supervised label Label. The
working table used throughout this chapter has 692,703 flow instances and 79 attributes.
A short sample of the processed table is shown in Figure

To ensure reproducibility and interpretability, we report: (i) row/column counts, (ii)
the target and class distribution for Wednesday working-hours in Table @] and a sample of
the dataset in Figure

Table 4: Dataset metadata (CIC-IDS2017, Wednesday working-hours)

Source Canadian Institute for Cybersecurity (CIC)

Window Wed, July 5, 2017 (working hours)

Granularity Bidirectional flow records (CSV)

Attacks (Wed) slowloris, slowhttptest, HULK, GoldenEye

Original features 78 (CICFlowMeter) + Label

Working table 692,703 instances x 78 attributes

Label distribution (binary) | Non-attack: 440,031 (63.52%); Attack: 252,672 (36.48%)
Target Label (benign vs. attack subclasses)
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Bwd Packet Length Mean  Avg Bwd Segment Size Bwd Packet Length Max Packet Length Std  Max Packet Length Fwd IAT Max Flow IAT Max Packet Length Mean Packet Length Variance ~Average Packet Size Label

0 6000000 6.000000 6 0000000 6 0 38308 6000000 0.000000e+00 9.000000 BENIGN
1 65.200000 65.200000 163 56529599 163 109 73 29294118 3.195596e+03 31125.000000 BENIGN

2 525.000000 525.000000 1575 671751541 1575 915 810 370588235 4512501e+05 393.750000 BENIGN

3 705.000000 705.000000 2077 747760984 2077 2615 5002306 386.600000 5.591465e+05 429555556 DoS GoldenEye

4 2326.400000 2326.400000 8736 2478420729 8736 3050 5001318 926846154 6.142569¢+09 1004083333 DoS GoldenEye

5 1938.666667 1938.666667 5792 1855776448 5792 2847 5000674 858.071429 3.443906e+09 924076923 DoS GoldenEye

6 1932.500000 1932.500000 4355 1886332364 4355 675 577 1197.700000 3.558250e+09 1330777778 Dos Hulk

7 1932.500000 1932.500000 5792 2119419944 5792 619 658 1196.700000 4491941e+06 1329.666667 Dos Hulk

8 0.000000 0.000000 0 0000000 0 304 304 0,000000 0.000000e+00 0.000000 Dos Hulk

9 654666667 654666667 1964 650575472 1964 5415 5415 257777778 4.232484e+05 290000000  Dos Slowhttptest

10 0.000000 0.000000 0 183.603562 520 110000000 110000000 65625.000000 3371027e+04 75000000 Dos Slowhttptest
17 0.000000 0000000 0 183332592 520 110000000 110000000 66375.000000 3.361084e+04 75857143 DoS Slowhttptest
12 703.666667 703.666667 3525 895115146 3525 78311 4951173 354866667 8012311e+05 380214286 Dos slowloris
13 0.000000 0000000 0 0000000 6 229 229 6000000 0.000000e+00 9000000 Dos slowloris
14 0.000000 0.000000 0 3286335 6 5000925 5000925 2400000 1.080000e+01 3.000000  Dos slowloris
15 4370.686524 4370.686524 17376 2669389319 17376 5025702 5024984 1713.525708 7.125639e+09 1713913910 Heartbleed
16 3733713270 3733713270 14480 2414090913 14480 996350 995350 1610776871 5.827835e+09 1611105467 Heartbleed
17 3699312676 3699312676 13032 2381909586 13032 996402 995259 1603277970 5.673493e+09 1603.603574 Heartbleed

Figure 2: Sample of the network traffic cic 2017 dataset (692,703 rows x 11 columns).

4.3 The o influence and search algorithms

To explore the influence of different o in the Choquet integral generalizations (Ta-
ble2) [27], we introduce an adaptive « [35], which influences aggregation and prediction
by becoming more or less sensitive to particular value combinations in the data, enabling
finer control over how input features contribute to the output. To evaluate the impact
of this adaptation on prediction quality, we use the Mean Absolute Error (MAE) as the

performance metric [35].
To identify the most suitable value of « for each copula, we developed three distinct

search strategies:

1. Brute force search, which evaluates all possible « values within a defined interval;

2. Binary search, which iteratively narrows the search space to converge on the opti-

mal «;

3. Randomized binary search, which introduces stochasticity in the midpoint selec-

tion to avoid local minima.

4.3.1 Brute force method

The brute force search algorithm, referenced as Algorithm (I} aims to optimize a pa-
rameter called o by minimizing the error associated with the estimated value and the true
value. This algorithm conducts search operations for each «, utilizing two decimals, and
compares all the values of the prediction errors. It then returns the variables “bestAlpha”,
“bestError”, and “numlnteractions” as a response. These variables are utilized to deter-

mine the best o value for each equation (refer to Table [2)) and store the error obtained for

each « value.

4.3.2 Binary search method

The binary search algorithm presented aims to optimize a parameter called “alpha”, by

minimizing an associated error. Below is presented a detailed summary of the procedure



32

and an example of the Algorithm 2]

4.3.3 Random binary search method

The random binary search method is identical to the binary search, with just one line
of code changed as it shows in Algorithm [3] To achieve the random binary algorithm
it has to change only line 4 of the Algorithm [2] The difference in this approach is that
instead of taking the middle value between aMin and aMax, a random number is chosen

within these two ranges. This results in varying values for testing «.

Algorithm 1 Brute Force Search

Input: alpha_min, alpha_max, choquet
Output: bestAlpha, bestError, numlterations
. best Error < oo; best Alpha < 0
errorGraphTable < null; numlIterations < 0
alphaV alues < genApList(alpha_min, alpha_max)
indexMin < 0
total Error, errorGraphTable < Choquet
smallest Error < total Error|0]
for i <— 0 to len(total Error) — 1 do
if total Error|i] < smallest Error then
smallestError < total Error]i]
indexMin < i
end if
: end for
: refValues < [ |
. if alphaV aluesfindexMin] > 0 then
for i <~ 0 to 9 do
refValues.add(alphaV alues|index Min] + i x 0.01)
end for
. else
for i <— 0 to 9 do
refValues.add(alphaV alues|index Min] — i x 0.01)
end for
: end if
. alphaValues < refValues
. total Error, errorGraphTable < Choquet
. smallest Error < total Error|0]
:indexMin < 0
: for i < 0 to len(total Error) — 1 do
if total Error[i] < smallest Error then
smallest Error < total Error]i]
index Min < i
end if
: end for
. return alphaV alues|index Min], smallest Error

R AN A~ S

O O O S R N R N R S R S S N S S S L e e e e




33

Table 5: Search results for o using Brute Force Search

Method Best @ Error AVG Time
Choquet a -1 1068.49 49s
Choquetb 0.6 1120.41 49s
Choquetc  0.23 1332.44  132s
Choquetd -0.9 1249.12  207s

Table 6: Search results for a using Binary and Random Binary Search

Binary Search Random Binary Search
Method Best @  Error AVG Time Best @  Error AVG Time
Choqueta -0.98 1069.14 19s -0.99 1068.55 17s
Choquetb  0.49 1121.34 23s 0.49 1180.04 25s
Choquetc  0.25 1332.66 63s 0.15 1343.75 55s
Choquetd -0.87 1242.47 84s -0.64 1429.20 80s

The comparison of methods revealed clear differences in efficiency, precision, and
execution time. The brute force method was the slowest, taking 7 minutes and 19 se-
conds. In contrast, random binary search and binary search reduced the execution time to
2 minutes and 57 seconds and 3 minutes and 9 seconds, respectively. Using the speedup
metric, random binary search achieved an improvement of 147.58 %, while binary search
achieved 132.28% over brute force. Binary search algorithm [2] demonstrated the best
balance between precision and execution time. The brute force search, while somewhat
accurate, is impractical for large input files due to its high execution time. Random binary
search is faster but relies on randomness. Additionally, data dimensionality significantly

impacts performance, increasing execution time even with the best binary search method.

4.3.4 Setup of the environment

All experiments were conducted on a Google Colab virtual machine provisioned with
an Intel(R) Xeon(R) CPU @ 2.20 GHz (1 core, 2 threads) and 13 GB of RAM, using Co-
labversion 1.0.0 (2023-12-18). The entire pipeline was implemented in Python 3
(3.10.12). To ensure reproducibility, we kept the same hardware profile and interpreter

version across all runs.

4.4 Discussion of results

To explore the influence of different o in the Choquet integral generalizations (Ta-
ble[2)) [27]], we introduce an adaptive « [35], which influences aggregation and prediction
by becoming more or less sensitive to particular value combinations in the data, enabling
finer control over how input features contribute to the output. To evaluate the impact

of this adaptation on prediction quality, we use the Mean Absolute Error (MAE) as the
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Algorithm 2 Binary Search

Input: alpha,,ip, alpha,,.., tolerance

Output: best Alpha, best Error, numlterations
1: bestError < oo; best Alpha < 0; pError < oo
2: stagnantTries <— 0; numlterations < 0
3: while stagnantTries < decimals do

4: curAlpha < (alphain + alphames)/2
5: cur Error,errorBDF < calcError(curAlpha)
6: if cur Error < bestError then
7: if abs(cur Error — best Error) < tolerance then
8: stagnantT'ries < stagnantTries + 1
9: else
10: stagnantTries <— 0
11: end if
12: best Error <— curError
13: best Alpha <+ curAlpha
14: errorDisplay < errorBDF
15: else
16: if numlIterations > decimals then
17: stagnantT'ries <— stagnantT'ries + 1
18: end if
19: if cur Error < pError then
20: alph,a. < curAlpha
21: else
22: alpha,y, < curAlpha
23: pError < curError
24: end if
25: numliterations < numliterations + 1
26: end if

27: end while
28: return best Alpha, best Error, numlIterations

Algorithm 3 Random binary search different term
I: ...
2: ...
3 ..
4: currentAlpha < random.uniform(aMin,aMax)
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Total Error as a Function of a Values for Different Choquet Functions
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Figure 3: Total error depending on the values of o for Choquet a, b, and ¢

performance metric [35].

This study analyzed the generalizations of Choquet integrals utilizing various a-based
functions applied to network traffic prediction [35]. Through the evaluation of results, it
was observed that the binary search method demonstrated efficiency by reducing execu-
tion time and minimizing errors in network traffic prediction. Compared to the brute force
method, which represents the worst-case scenario, the binary search and the random bi-
nary search achieved speedups of 132.28% and 147.58 %, respectively. The values of «
obtained varied between the methods, indicating the sensitivity of the parameter in dif-
ferent approaches [35]. By correlating the parameter with the improvement of the mean
absolute errors, it was possible to observe that it varies for each equation in (Table [2).
More detailed insights can be obtained by examining the graphs of « as a function of
Total Error in Figure [3|and 4]

In summary, all equations exhibit different error behavior based on the input of the
parameter «. The only equation that differs significantly in exponential levels is Choquet
d (Figure [, with error values reaching over 70,000 when approaching its maximum

possible « value.

Regarding the limitation of these methods, the brute force search [34], although so-
mewhat accurate, is time-consuming and impractical for large input files, while random
binary search, despite being faster, relies on randomness. Another factor that demands
considerable effort is the data dimensionality, as time increases significantly for tests,

even when utilizing the best binary search method.
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5 FUZZY FEATURE ENGINEERING FOR ANOMALY DE-
TECTION

Despite various methodologies in the literature aimed at enhancing existing algorithms
such as Random Forest and XGBoost, no prior study has applied the generalized Choquet
integral to generate features for improving predictive performance [36]. Addressing this
gap, this dissertation proposes a novel approach to feature engineering, aiming to enhance
anomaly detection regarding DDoS attacks. To achieve this, we first employ KBest [33]]
as a feature selection algorithm to identify the most relevant attributes for classification
using Random Forest and XGBoost. Once the optimal set of features is determined, we
then process each of them using a Generalized Choquet Integral with an adaptive o.. After
selecting the top-k features with KBest, every selected feature is individually transformed
through the Choquet integral, generating new Choquet-features. The experiments are con-
ducted incrementally, using only the original features (without Choquet), then comparing
one original feature with its corresponding Choquet transformed version, then two origi-
nal features with their two Choquet-features, and so on, until all of them are evaluated.
This procedure makes it possible to assess how the progressive, pairwise incorporation
of Choquet-feature representations influences model accuracy, stability, and efficiency in

anomaly detection.
5.1 Conceptual model
Figure [5|provides the foundation of this work, detailing its stages and illustrating each

step of the process along with its main components and interactions.

1. Data: A networking DDoS attack dataset is selected as the initial input for the

experiments, containing labeled traffic for classification. (Step 1 in Figure 3]

2. Data preprocessing: The dataset is processed through cleaning and formatting
steps to improve efficiency and ensure compatibility with the machine learning al-

gorithms. (Step 2 in Figure[5)
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DATA

DATA preprocessing

Step 3 Application of feature selection algorithm

Application of the generalized Choquet

Step 4 integral to all selected features

Applying machine learning algorithms to
both the standard features and the Choquet
enhanced features

Obtaining results and metrics

Analysis of the results obtained

Figure 5: Conceptual model fuzzy feature engineering for anomaly detection

. Application of feature selection algorithm: After preprocessing, a feature selec-
tion algorithm is employed to identify and retain the most informative features for
the prediction process. (Step 3 in Figure [3)

. Application of the generalized Choquet integral to all selected features: The
top ranked features is chosen, and the generalized Choquet integral with adaptive «
is applied to generate the new set of features by aggregating values and predicting

behavioral trends. (Step 4 in Figure[5)

. Applying machine learning algorithms to both the standard features and the
Choquet enhanced features: As a baseline, machine learning algorithms are ap-
plied first using only the original selected features and then in the Choquet-features.
(Step 5 in Figure 3)

. Obtaining results and metrics: The evaluation is performed incrementally: first,
one original feature is compared with its single Choquet-based counterpart, then
two original features are compared with their two Choquet-based versions, then
three, and so on. At each step, performance metrics such as accuracy, recall, and
F1-score are computed and recorded. (Step 6 in Figure [3))

. Analysis of the results obtained: A comparative analysis of the collected metrics is
conducted to understand the impact and added value of the new features on anomaly
detection. (Step 7 in Figure[5))
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5.2 Dataset

This section reuses the same dataset described earlier in Section 4.2: the CIC-
IDS2017 (Wednesday, working-hours) split captured on July 5, 2017. As detailed in
Table {4 flows were extracted and labeled with CICFlowMeter, and our working table
comprises 692,703 instances and 78 predictive features plus the Label column.

To avoid duplication, we only recall the key elements relevant to this chapter, the
binary aggregation of the target into Non-attack vs Attack (440,031 vs. 252,672 instances,
63.52%/36.48%), all preprocessing steps (type fixing, removal of non-informative IDs,
NalN/Inf handling) are identical to those reported in Section 4.2.

5.3 Implementation

For the implementation of this work, we used four algorithms: Random Forest, Se-
lectKBest, XGBoost, and the Choquet Integral, the first three being well-known and wi-
dely used in the academic community.

It is worth noticing that SelectKBest [33]] is a machine learning technique used for
feature selection, and it was applied in this work to identify and choose the most relevant
variables from the dataset. This approach enhances model performance while reducing
the risk of overfitting. SelectKBest is one of the most widely used methods within this
technique and falls under the category of filter-based feature selection. It applies statistical
tests such as Chi-Squared, ANOVA F-test, and Mutual Information Score to rank features
based on their relationship with the target variable, selecting the top K features with the
highest scores.

To predict DoS attacks, we employed two machine learning algorithms: Random Fo-
rest and XGBoost. Although both are based on decision trees, they utilize distinct techni-
ques to enhance accuracy and robustness. Random Forest is an ensemble learning method
that constructs multiple decision trees from different subsets of the training data. By se-
lecting random features at each split, it reduces overfitting and improves generalization.
The final prediction is determined by aggregating the outputs of all trees, typically th-
rough majority voting in classification tasks. This approach not only enhances robustness
to noise but also provides valuable internal estimates for error monitoring. On the other
hand, XGBoost (eXtreme Gradient Boosting) is a highly efficient and scalable gradient-
boosting algorithm. Unlike Random Forest, it builds decision trees sequentially, with each
new tree correcting the errors of the previous ones using gradient descent optimization.
XGBoost is well known for its speed and ability to handle large datasets. We can have a
look at how it behaves in the Algorithm [4]

The Choquet-based algorithm employed in this work [35] was developed using copu-
las [27], as presented in Table[2] it is used for data aggregation and trend prediction. The

algorithm takes a selected feature as input and processes it using specific techniques to
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compute the mean absolute error (MAE) associated with each of the four copulas and its
«a related to them. The copula and the a with the lowest MAE are then selected to produce

the final output, which will be used in the classification algorithms.

5.4 Evaluation

To prove the technical feasibility of the work, this section evaluates the influence of
using the Generalization of the Choquet integral as a feature engineer and its results when

used in algorithms to detect anomalies.

5.4.1 Generalization of the Choquet Integral

This section addresses the implementation of a prediction model using the Choquet
Integral applied to the features extracted from the dataset, where the mean absolute error
(MAE) analysis is performed with different copulas (table [2) and « values associated.
Its possible to observe an algorithm example in (algorithm [2) of how the best a of each
copula was identified, the parameter such as upper and lower bounds to get the most useful
a was selected after an analysis of the metrics from the MAE combined with number
of interactions, was concluded that after one hundred interactions the continuation of
the search algorithm becomes irrelevant, returning a minimally acceptable improvement
values.

First, when running the Choquet algorithm, we computed the tendencies of each previ-
ously imputed feature value for each copula. Next, we applied a binary search to identify
the optimal « value for each copula. The lowest error was found after 8 iterations of the
binary search algorithm. The best result for our dataset was achieved with o = 0.5342,

using the first copula (Table[2)) in the generalized Choquet integral.

5.4.2 Data preprocessing and feature selection algorithm

Before selecting and generating new features, several preprocessing steps were per-
formed as part of this study to ensure data quality and improve model performance.

Since we started with the raw CIC-IDS 2017 dataset, data preprocessing was neces-
sary. This process was carried out using the Pandas and NumPy libraries for data manipu-
lation and cleaning. The preprocessing steps included converting categorical columns into
numerical values using techniques such as one-hot encoding and label encoding, handling
missing data through mean/mode imputation, and balancing the dataset with undersam-
pling and SMOTE (Synthetic Minority Over-sampling Technique) [[11] to address class
imbalances.

Once the data was preprocessed, the SelectKBest algorithm from the Scikit-learn li-
brary was applied with a parameter value of 10, using the ANOVA F test, a scoring func-

tion to rank and select the ten most relevant features for prediction. This step helped
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reduce dimensionality while retaining the most informative attributes, as there were 78
features previously and then 10 features were selected with the highest scores, which we
can see listed below along with their respective scores (Table[/):

The choice of selecting only the top 10 features was intentional. Preliminary expe-
riments showed that, for both Random Forest and XGBoost, the performance tends to
stabilize once more than 67 features are used as shown in the performance curves in
Figures [6] and [7] therefore, limiting the feature space to 10 attributes prevents the model
from incorporating unnecessary information, while still allowing the evaluation of how
performance evolves as the feature space gradually expands. This makes the analysis

more controlled and avoids feeding excessive or redundant features to the classifiers.

Table 7: Top-10 selected features based on SelectKBest

Rank | Feature Score
1** | Bwd Packet Length Mean | 112023.06
201 Avg Bwd Segment Size 112023.00
3¢ | Bwd Packet Length Std 108310.46
4™ | Bwd Packet Length Max | 106125.98

5% | Packet Length Std 101429.54
6" | Max Packet Length 94126.52
7" | Fwd IAT Max 93922.66
8" | Flow IAT Max 93525.75
9™ | Packet Length Mean 84086.98

10" | Packet Length Variance 82271.07

5.4.3 Application of Random Forest and XGBoost algorithms on data

After preprocessing the data, selecting new features, and generating the additional
feature, the dataset was ready for the prediction phase. To carry out the predictions, two
algorithms explained in Subsection 2.2 were used: Random Forest and XGBoost. For
each algorithm, two tests were conducted: the first without the new generated features
and the second with the new features inclusion. This approach provided insights into the
model’s improvement comparing both results.

It is important to highlight the parameters used for both algorithms, Random Forest

and XGBoost, you can see it in Table[8]and Table 9] respectively.

Table 8: Hyperparameters used for Random Forest

Parameter Value Description
n_estimators | 100 Number of trees in the forest
max_depth 10 Maximum depth of each tree
random_state | 42 Ensures reproducibility
stratify y Maintains class distribution in train/test split




Table 9: Hyperparameters used for XGBoost

Parameter Value Description
n_estimators 100 Number of boosting rounds
max_depth 6 Maximum depth of each tree
learning_rate 0.1 Step size for each boosting iteration
subsample 0.8 Percentage of data used per boosting round

colsample_bytree 0.8

Percentage of features used per tree

random_state 42

Ensures reproducibility

use_label encoder | False

Avoids deprecated label encoding warnings

eval_metric logloss

Loss function for evaluation

5.4.4 Accuracy Comparison: With vs. Without Choquet Feature
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Figure[6] [7]and Tables 10} [TT|present the accuracy evolution as the feature space grows

(from 1 to 10 features), comparing the traditional feature set against the configuration that

incorporates the Choquet-based feature. As can be observed, when only a small number

of features is available, the configuration with the Choquet—based feature yields consis-

tently higher accuracy compared to the baseline without aggregation. As the number of

features increases, the performance gap gradually narrows, and both approaches converge

to similar accuracy levels once additional raw features are incorporated. The best £ for

Random Forest and XGBoost, the largest accuracy gain occurs at k = 4 (AY = 0.07),

indicating an effective positve operating window at k € [1, 5] before both curves saturate

and converge for k£ > 6.

Table 10: Accuracy difference of Y (AY) for the First Ten Features (Random Forest).

Feature | Y Yo AY =Y, - Y,
1 0.931 | 0.870 0.061
2 0.934 | 0.870 0.064
3 0.941 | 0.870 0.071
4 0.953 | 0.880 0.073
5 0.948 | 0.909 0.039
6 0.962 | 0.990 -0.028
7 0.964 | 0.984 -0.020
8 0.965 | 0.985 -0.020
9 0.964 | 0.984 -0.020
10 0.963 | 0.983 -0.020
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Table 11: Accuracy difference of Y (AY") for the First Ten Features (XGBoost).

Feature | Y) Y, AY =Y, - Y,
1 0.924 | 0.860 0.064
2 0.923 | 0.857 0.066
3 0.934 | 0.864 0.070
4 0.951 | 0.880 0.071
5 0.947 | 0.903 0.044
6 0.962 | 0.986 -0.024
7 0.964 | 0.986 -0.022
8 0.965 | 0.986 -0.021
9 0.966 | 0.987 -0.021
10 0.967 | 0.988 -0.021

Accuracy vs Features — RF: WITH vs WITHOUT

—8— WITH
WITHOUT

Accuracy
o
[te]
B

o
0
N

0.88 1

1 2 3 4 5 6 7 8 9 10
Number of features

Figure 6: The evolution of the accuracy according to the number of features (Random
Forest)(With Choquet and Without Choquet).
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Accuracy vs Features — XGBoost: WITH vs WITHOUT
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Figure 7: The evolution of the accuracy according to the number of features (XGBoost)
(With Choquet and Without Choquet).

5.4.5 Other analysis metrics

In this subsection, we examine the additional performance metrics—precision, recall,
and F1-score—using the results presented in Tables [12] [T4] and [13] for Random Forest,
as well as Tables [I5] [I7] and [16] for XGBoost. These tables allow us to compare the
baseline feature set against the Choquet-feature pipeline and to understand how fuzzy
aggregation affects model behavior across different feature counts. The discussion below
summarizes the main trends and highlights the feature configurations where the Choquet-
based representation offers the most substantial improvements.

Overall, the additional metrics (precision, recall, and F1-score) in both Random Forest
(Tables [12] [14] [T3) and XGBoost (Tables [I5] [I7] [[6) confirm the same pattern observed
earlier with accuracy, the Choquet-feature produces its strongest impact when the feature
set is small, particularly between one and five features. Among these configurations, four
features consistently yields the largest and most stable gains, appearing as the best point
in the most of the three metrics for both classifiers. Although three features occasionally
achieves competitive improvements, the results at four features are more systematic across
models.

The improvements in precision indicate fewer false positives, meaning the classifier is
better at avoiding unnecessary alerts on benign traffic, higher recall shows that the model

misses fewer attacks, which is essential for effective anomaly detection and the increase in
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F1-score reflects a better balance between these two aspects, resulting in a more reliable

classifier overall.

Taken together, these findings demonstrate that the Choquet aggregation helps the
models capture meaningful interactions early in the feature ranking process, enabling
strong performance even with a small set of attributes. However, when considering the
full set of k attributes, the benefits diminish as both pipelines approach their performance
ceiling, with results showing that beyond 6 features, the inclusion of additional attributes

leads to a slight decline in model effectiveness.

Table 12: Precision for the First Ten Features (Random Forest).

Feature | Precision W/ Choquet-feature ; | Precision dataset features o | A = P, — P
1 0.928 0.891 0.037
2 0.928 0.891 0.037
3 0.935 0.893 0.042
4 0.951 0.902 0.049
5 0.955 0.933 0.022
6 0.960 0.983 -0.023
7 0.959 0.985 -0.026
8 0.961 0.985 -0.024
9 0.961 0.985 -0.024
10 0.961 0.985 -0.024

Table 13: F1-score for the First Ten Features (Random Forest).

Feature | F1-score W/ Choquet-feature ; | F1-score dataset features o | A = F| — Fy
1 0.926 0.863 0.063
2 0.926 0.863 0.063
3 0.931 0.864 0.067
4 0.944 0.880 0.064
5 0.947 0.922 0.025
6 0.956 0.983 -0.027
7 0.955 0.985 -0.030
8 0.956 0.985 -0.029
9 0.957 0.985 -0.028
10 0.957 0.985 -0.028
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Table 14: Recall for the First Ten Features (Random Forest).

Feature | Recall W/ Choquet-feature ; | Recall dataset features o | A = R; — Ry
1 0.937 0.873 0.064
2 0.937 0.873 0.064
3 0.942 0.874 0.068
4 0.952 0.886 0.066
5 0.955 0.922 0.033
6 0.962 0.983 -0.021
7 0.961 0.985 -0.024
8 0.962 0.985 -0.023
9 0.962 0.985 -0.023
10 0.962 0.985 -0.023

Table 15: Precision for the First Ten Features (XGBoost).

Feature | Precision W/ Choquet-feature ; | Precision dataset features o | A = P, — P
1 0.897 0.870 0.027
2 0.897 0.870 0.027
3 0.921 0.885 0.036
4 0.937 0.896 0.041
5 0.941 0.930 0.011
6 0.960 0.981 -0.021
7 0.960 0.984 -0.024
8 0.961 0.985 -0.024
9 0.963 0.985 -0.022
10 0.963 0.985 -0.022

Table 16: F1-score for the First Ten Features (XGBoost).

Feature | F1-score W/ Choquet-feature ; | Fl-score dataset features o | A = F} — F
1 0.911 0.852 0.059
2 0.911 0.852 0.059
3 0.926 0.859 0.067
4 0.944 0.876 0.068
5 0.947 0.919 0.028
6 0.958 0.981 -0.023
7 0.958 0.984 -0.026
8 0.958 0.985 -0.027
9 0.959 0.985 -0.026
10 0.959 0.985 -0.026
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Table 17: Recall for the First Ten Features (XGBoost).

Feature | Recall W/ Choquet-feature ; | Recall dataset features o | A = R; — Ry
1 0.926 0.863 0.063
2 0.926 0.863 0.063
3 0.937 0.869 0.068
4 0.951 0.882 0.069
5 0.955 0.919 0.036
6 0.963 0.981 -0.018
7 0.963 0.984 -0.021
8 0.964 0.985 -0.021
9 0.964 0.985 -0.021
10 0.965 0.985 -0.02

5.4.6 Detection performance

To better understand how the Choquet-based feature impacts the classifiers, confu-
sion matrices were generated for both algorithms under two conditions: (i) using only
the raw selected features, and (ii) using the same features with the addition treatment of
the Choquet-aggregated feature. Remember that 4 features are used for Random Forest
and XGBoost, since Tables [[0]and [[T]indicate that these configurations yield the highest

accuracy for each model and so well the best (AY).

For Random Forest and XGBoost Without Choquet in Figure 8] the confusion matrix
shows that the model correctly classifies 83% of benign traffic (true label 0) and 99%
of attacks (true label 1), with 17% of benign samples flagged as attacks (false positives)
and only 1% of attacks missed (false negatives). With the Choquet feature in Figure [9]
benign detection improves substantially to 97% (false positives drop to 3%), while attack
detection decreases to 93% (false negatives rise to 7%). This reflects a clear frade-off:
the Choquet aggregation greatly reduces false alarms on benign traffic, at the cost of a
higher miss rate on attacks; the baseline does the opposite, identifying attacks well but

misclassifying more benign samples.
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Figure 8: Confusion matrix of the classifier trained using only the original selected featu-
res (baseline) for 4 features (best case).

True label

Predicted label

Figure 9: Confusion matrix of the classifier trained with the addition of the generalized
Choquet-based feature for 4 features (best case).
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5.5 Discussion of the results

Through the data and tables presented, we will discuss the results obtained in this

work.

Overall, the results consistently indicate that fuzzy aggregation via the generalized
Choquet integral is most beneficial when the feature space is small and interactions among
variables are not yet well represented by raw attributes. From a data perspective, the
pipeline begins with a compact and reliable basis: the CIC-IDS2017 dataset (692,703
rows, 79 columns) is cleaned and reduced through SelectKBest to a controlled search
space of up to £ = 10 features, an upper bound chosen because the accuracy curves
stabilize after 67 features for both models (Figures[6|and[7)). This design avoids injecting

superfluous information while still exposing the performance trajectory as & increases.

Methodologically, the comparison is fair: both pipelines (with and without the
Choquet-based aggregated feature) share identical splits, training settings, and evaluation

protocol.

Empirically, Figures [6] and [7] and Tables [10] and [IT| reveal a consistent pattern: with
few features (k! €![1, 5]), the Choquet-augmented pipeline outperforms the baseline, as
k increases, the gap narrows, and both models converge for k! >!6-7. The largest im-
provement occurs at k = 4, with AY =~ 0.07, indicating that fuzzy aggregation enables
the classifiers to achieve high accuracy using fewer attributes. The confusion matrices
(Figures [§]and [9] shown for the best-k configuration) reinforce this result by highlighting
a practical trade-off: the baseline favors maximum attack detection but produces more
false positives on benign traffic, whereas the Choquet-based model substantially reduces

false alarms (higher true-negative rate) at a modest cost in missed attacks.

In short, the generalized Choquet aggregation delivers better accuracy in low-
dimensional data, helping reducing big data. Once the feature set surpasses k& ~ 6-7,
the benefits decreasing as both pipelines approach their ceiling. These findings support
the use of Choquet-based fusion as a compact, interaction-aware representation that acce-

lerates performance while controlling dimensionality.

Beyond the quantitative gains, the results highlight practical implications for large-
scale network monitoring. The proposed Choquet-based aggregation offers a balanced
trade-off between feature expressiveness and computational cost, making it suitable for
deployment in data centers or backbone networks where massive traffic must be analyzed
under strict latency constraints. Although the experiments were performed on offline bat-
ches of the CIC-IDS2017 dataset, the methodology remains compatible with streaming
frameworks, as the aggregation can be computed incrementally as new features arrive.
This property indicates that the approach can be integrated into big data analytics pi-
pelines, enabling real-time anomaly detection without compromising interpretability or

scalability.
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Algorithm 4 Feature Selection, Choquet and Incremental Model Evaluation

Input: Dataset D
Output: Performance metrics for baseline and Choquet pipelines from £ = 1 to NV

1:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

23:
24

¥ o 2R

D jean < Preprocess(D) > Data cleaning and preprocessing

2: selectedFeatures < KBest(D eqn, kK = N) > Select top N original features
3: choquet Features < ||

4:
5

for j =1to Ndo

¢j < ChoquetIntegral(selected Features[j]) > Compute Choquet-based feature
for the j-th selected attribute

Append ¢; to choquet Features

end for

Results < ||

for £ =1to N do
Fpase « selectedFeatures|1: k] > First k original features
F" « choquet Features[1:k] > First & Choquet-transformed features
D,ﬁ“se < PrepareData(Deqn, F,f“se) > Dataset with k£ raw features
D,jhoq < PrepareData(D cqn, F,fhoq) > Dataset with k& Choquet features
RF}?s¢ + Train(RandomPForest, D?"5¢)
XGB*¢ « Train(XGBoost, D) > Train baseline models
RF{"* « Train(RandomForest, D{"*)
XGB!  Train(XGBoost, D{"*%) > Train Choquet-augmented models

res RF}P**¢ < Evaluate(RF}e¢, Dbs¢)

resX GBp**® « Evaluate(X G B¢, Dbase)

resRF{" « Evaluate(RF{"*, D%

resX GBI « Evaluate(X GB."?, D%

Store (k, res REY*¢ res RFY" res X G BY*¢, res X G B;"*?) in Results > Keep
metrics for later A analysis
end for

return Results > Metrics for baseline and Choquet pipelines for all &




6 FINAL CONSIDERATIONS

In this chapter, the main findings of the work were summarized and the potential

directions for future research were outlined.

6.1 Summary of the work

Based on the proposal for adapting the o parameter from a previous study [35], and
aligned with this work’s main objective of enhancing a feature to improve network ano-
maly detection [36], the following considerations can be made.

Using generalized Choquet integral by aggregating feature relevance through fuzzy
measures, the method effectively captures nonlinear dependencies among attributes and
mitigates redundancy in high-dimensional traffic datasets. Experiments conducted on the
CIC-IDS2017 dataset demonstrated that the Choquet aggregation can outperform baseline
feature selection methods in scenarios with limited feature subsets, achieving up to 7%
accuracy improvement at k& = 4 and a 77.5% reduction in data volume.

Furthermore, the results suggest a clear trade-off: the Choquet model reduces false
positives while slightly increasing false negatives, which can be balanced by threshold
calibration. When evaluated over repeated stratified experiments, the performance p gains

were statistically significant (p < 0.05) for both Random Forest and XGBoost classifiers.

6.2 Future work

Looking ahead, the team plans to apply the Choquet Integral to different datasets and
assess how well it performs in detecting various types of DDoS attacks. Furthermore,
other optimization strategies for the « variable could be tested, aiming to further reduce
the mean absolute error (MAE) during feature generation.

Another line of research includes applying this technique to deep learning models
and evaluating the impact of the new feature on more complex architectures, such as

convolutional neural networks to detect more subtle and temporal patterns in attacks.
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